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Main Motivation: 
SteganographicCommunication 

over  Network Traffic 



SteganographicChannels

Common types

Storage channels - communicate by modifying a stored 

object

Timing channels - transmit information by affecting the 

relative timing of events

Requirements

Robustness - resilience to noise

Security - undetectable by the adversary  



Our Focus

Timing channels based on inter-packet delays , i.e.,  

the sending delays between successive packets.  

More concretely , independent and identically 

distributed (i.i.d.)

Why i.i.d. traffic

Extensively used in existing network analysis

Essential element in many advanced traffic models 
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Existing Solutions and Problems

Common steganographictiming channels
On and off 

άǎƳŀƭƭ-ŘŜƭŀȅǎέ ŀƴŘ άƭŀǊƎŜ-ŘŜƭŀȅǎά 

Perturb the inter-packet delays through small variations 

Encoding scheme design to maximize the channel capacity  ς
i.i.d. solution

Counter measures to disrupt and/or detect 
steganographictraffic 

e.g., timing jammers, statistical tests
Problems

Security is only guaranteed under certain conditions
Robustness is not sufficient against noisy channels or a malicious 
jammer



Our Contribution

A novel steganographictiming channel for any 

legitimate traffic whose inter-packet delays are i.i.d. 

following an arbitrary distribution

Undetectable against any (efficiently computable) statistical test

Robust against disruptions (caused by active adversaries and/or 

network noise)

Tunable encoding parameters allow to trade-off 
Robustness 
Transmission rate

Validation on real telnet traffic under different 
network conditions
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ÅTelnet traffic: i.i.d. inter-packet delays
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Design Objectives & Requirements

Undetectability 
Indistinguishability: adversary cannot indistinguishbetween 
the legitimate and steganographic traffic

Robustness

Resistance to noise (malicious or non-malicious)

Decoding error probability: Bit Error Rate (BER)

Robustness gain: time to increase SNR  
is inverse function of SNR



System Overview
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Encoder Decoder

Uses unique spreading codes to spread the baseband data before transmission

Low bit error rate (BER) ςspreading gain 

Noise power decreases by 

High transmission rate ςorthogonal codes

Å : total number of channel

:  transmission rate

Encoding with Spreading Codes


