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Main Motivation:

Steganographi€ommunication
over Network Traffic




Steganographi€hannels

€ Common types -

¢ Storage channelscommunicate by modifying a storeer
object

< Timing channelstransmit information by affecting the
relative timing of events

¢ Requirements
¢ Robustnessresilience to noise
¢ Security- undetectable by the adversary



Our Focus

% Timing channels based on intgracket delays, I.e.,
the sending delays between successive packets.

% More concretely , independent and identically
distributed (1.1.d.)

< Why I1.1.d. traffic

< Extensively used in existing network analysis
& Essential element in many advanced traffic models
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Existing Solutions and Problems

¢ Commonsteganographigiming channels
% On and off
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% Perturb the interpacket delays through small variations

% Encoding scheme design to maximize the channel capgcity
.1.d. solution

¢ Counter measures to disrupt and/or detect
steganographidraffic
¢ e.d., iming Jammers, statistical tests

¢ Problems
¢ Security Is only guaranteed under certain conditions

¥ Robustness Is not sufficient against noisy channels or a malicic
jammer




Our Contribution

< A novelsteganographidiming channel for any
legitimate traffic whose interpacket delays are.1.d.

following an arbitrary distribution

¢ Undetectable against any (efficiently computable) statistical tes

% Robust against disruptions (caused by active adversaries and/c
network noise)

¢ Tunable encoding parameters allow to traelsf
% Robustnhess
< Transmission rate

< Validation on real telnet traffic under different
network conditions



Steganographi€hannel in Telnet Traffic

Aelnet traffic:i.i.d. inter-packet delays

Adversary

| Manipulate the
I traffic

Monitor the
traffic I

' v
P~ .
S
S

Steganographic Recover the -

message” Steganographic messa |
In the traffic from the traffic Alice

é it 2 &
s,
y




'YVR hdzNJ { 2 f «



Design Objectives & Requirements

< Undetectability

¢ Indistinguishability: adversary cannotistinguishbetween
the legitimate and steganographic traffic

< Robustness

¢ Resistance to noise (malicious or Amalicious)

< Decoding error probabillity: Bit Error Rate (BER)

< Robustness gain: time to increase SKR
& F, is inverse function of SNR



System Overview

Steganographic sender
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Encoding with Spreading Codes

Encoder Decoder
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¢ Uses unique spreading codes to spread the baseband data before transmission
¢ Low bit error rate (BER) spreading gain

¥ Noise power decreases by
¢ High transmission rate orthogonal codes
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